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FLM-ANT™

*FLM-ANT™ is a highly customizable companion to ACL Manger™, Cyber Operations'™ intuitive access list management application.
*FLM-ANT™ is the right choice for extremely custom or high-end ACL management environments.

*FLM-ANT™ offers precise control for your in-house programmers and deploys using distributed computing for maximum speed and
minimum response time.

Filter List Management Solutions

FLM-ANT™ the filter list management system form Cyber Operations™, is a real-time prevention platform, intended to manage
hundreds of routers from one or more central consoles. The graphical user interface is easy to use, and prevents invalid or unwanted
entries from polluting your access lists. In addition, a programmable back-end allows filter lists to be programmatically transformed,
precisely tailoring the router control for your needs.

FLM-ANT™ Technical Overview

The FLM-ANT™ system uses a proxy device which receives the access list in a highly compressed form. Access list commands that
would take hours to paste in are transmitted in seconds. Once the proxy device has received the full access list, it immediately begins
transmitting it to the router in the router's native command format. The proxy device is installed extremely close to the router,
maximizing the transmission speed. The proxy device follows a command sequence which ensures that no downtime is incurred, and
that the transition from the old access list to the new one is seamless.

Filter List Management Benefits

*Deploy the same access list to multiple routers with a click
*Deployment to multiple routers occurs simultaneously
*Lightning-fast deployments due to compressed format
*Roll-back to previous deployments in emergency time

*No access list typos with immediate verification
*Import/export cisco formatted access lists

*Easy compliance checking for access list policies

*Access lists' integrity is checked as they are being edited

Patents Pending: FLM'ﬂ‘ANT
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Technology used in FLM-ANT™ is Patent Pending with the USPTO. FILTER LIST MANAGEMENT

Contact a Cyber Operations™ sales associate today! “The trusted network -
sales@cyberoperations.com security solution

Commercial Distribution

Complete Enterprise Platforms begin at $425,000 with annual support ili
and engineering contract beginning around $200,000. All pricing is based on the
complexity and requirements of each client. Call to schedule an overview of the

FLM-ANT features as well as more detailed design to meet your security needs.

Government Distribution - Call for more information
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KEY TECHNICAL FEATURES
*Effective, efficient, and easy to use management of Access Control Lists (ACLs) FLM"*“"I.L ANT

*Ability to merge and deconflict router ACLs
*Send ACLs to thousands of devices at once
*Seamless transition from existing access list
*Unmatched response times

FILTER LIST MANAGEMENT

*Central management over multilayer and geographically distributed networks “The trusted “et“'j'"rk e
*Integrates with Cisco and Juniper routers security solution
*Records 24/7 audit trail

*Additionally functions as DDos protector and IDS

*Easy to use GUI

*Only system to offer programmable ACL post-processing to the customer
*Supports LDAP and TACACS+ authentication through PAM

*Rollback ACLs to previous list

*Uses SSH or telnet to interface with routers

*Inline access list analysis prevents mistakes

*Comparison between multiple deployed ACLs can track compliance

Contact a Cyber Operations™ Sales Associate today at sales@cyberoperations.com
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