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This is a basic start up manual. For detailed infor mation click 
on the Information icon located at the top right of  each page 
of the Cyber SAM interface. 
 

System Login Information 
 
NOTE: Controller configuration is always http://10.88.88.2 
 
Please keep this information for your records. 
 

Device Username Password 
Web Interface admin  

 
 

Part 1: Logging In 
 
Thank you for choosing CyberSAM!  Please call Cyber Operations if you have any questions. 
Your system should be completely installed and all networking and electrical wires connected. 
 
Start your web browser and type your server address http://10.88.88.2. You may want to add this 
address to your web browser ‘Favorites’.   
 
Type the admin and the password from the passwords chart above.  You will be taken to the 
welcome page with a menu on the left. 

Part 2: Adding a User to the System 

***!NOTE ON ENROLLMENT!***  

When enrolling for the first time, be sure to place the finger completely into the slot on the 
faceplate and gently slide your finger down. Placing too much or too little pressure will not 
always record a fingerprint of good quality. Repeat the process twice more the exact same 
way to ensure a good quality reading. 
 
 
The menu on the left has a short-cut to every major part of the CyberSAM server.  Click on the 
“Users” link on the left. 
 
Now click the “Add New User” link.  This will let you add users so that they can use the 
CyberSAM system. 
 
Fill in some or all of the fields on this page and click Save to add the user to the system.  The 
“Custom” fields are explained in the “Settings” section of this document.  Don’t worry too much 
about mistakes because you can always edit the information later. 
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**NOTE**Allow up to one minute for any changes on the web server to apply to the door locks 
themselves. 
 
Here is an explanation of the fields: 
Name: This is the name of the user you are adding. 
Active: Set this to ‘Active’ right now.  You can deactivate the user in the system later with this 
option.  ‘Deactivated’ means that the user is in the system but is not allowed to open doors. 
Wiegand: This is the ID number from a prox-card, number pad, or other Wiegand device that 
you are using with your system.  If you don’t know the Wiegand number for a card, you can 
always ‘beep’ the card at a reader and look in the “Logs” section to get the Wiegand number.  
See “Logs” section for more information.  If you are using more than one Wiegand number for 
an individual user, separate them by commas. 
Panic Finger: Some systems are configured so that a particular finger triggers a silent alarm 
when used.  If you are being forced to open a secure area, you can use your prox-card and 
‘Panic’ finger to trigger the alarm.  Before depending on this feature in an emergency situation, 
make sure the electrician wired the panic switch to an alarm and that this feature is set up in 
your system. 
Custom Fields:  These fields are used to store further information about that user. Examples 
could be social security number, phone number, address, etc.  You can change the field names in 
the “Settings” section of this manual. 
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Fingerprint-Only Tolerance: This is to adjust the tolerance level (ranging from easy to 
difficult) of the user for the Print Only rule. Tolerance is how exact the prints must be to the 
print template stored to allow access. 
Two-Factor Tolerance: This is to adjust the tolerance level (ranging from easy to difficult) of 
the user for the Print and Wiegand rule. Tolerance is how exact the prints must be to the print 
template stored to allow access.  
Fingerprints:   This is where you enroll (add) fingerprints for each user in the system.  Have the 
user swipe a finger three or more times in a row at any access point before selecting the ‘Add 
New User’ link or editing a user’s record.  You will see that the server has added the print to the 
system and you can add it by selecting the print in the drop down menu.  If the user used the left 
index finger, go to the left index selector and choose the CyberSAM Reader and time where the 
fingerprint was registered.  The fingerprint will be registered in the system for this user after you 
‘Save’ the entry. 
Entry Panel Indicator Lights:  
When both the green light and the red light are blinking for 3 seconds, it means that there is a 
connection, but one or more of the settings are wrong.  When both lights come on after a print is 
scanned, the print was read successfully but further information is required. This occurs when 
the Global Setup requires “Wiegand and Print”.  This is to let the user know that more 
information is needed to allow access, for instance a prox card or keypad input. 
When only the red light is constantly blinking, there is a network connectivity problem. Make 
sure that the Ethernet cable is plugged into the back of the faceplate. Also make sure that all 
cables are correctly plugged into the firewall and controller. 

Part 3: Adding a Reader to the System 
 
Click on the “Readers” link on the left. 
 
Now click the “Add New Reader” link.  This will let you add readers to the CyberSAM system. 
 
Fill in some or all of the fields on this page and click ‘Save’ to add the reader to the system.  
Don’t worry too much about mistakes because you can always edit the information later. 
 
Here is an explanation of the fields: 
Location: This is the name of reader you are adding, for example: “Front Door” 
Serial Number: This field is very important.  The system uses this number to identify the 
reader.  This field is always 12 alphanumeric digits.  It is written on a sticker on the back of each 
CyberSAM Reader.   
State: ‘Normal’ means the door is locked and opens based on the Global Setup.  ‘Stay Locked’ 
means that the door never opens.  You can use this for a temporary lockdown of an area.  ‘Stay 
Unlocked’ is for temporarily unlocking the door.  The “State” of a reader overrides any 
corresponding global setup for that reader. 
Cam 1 URL and Cam 2 URL:  You can use up to 2 IP cameras with each door.  This is useful 
for taking pictures of people coming in or going out of a building.  Most systems have one cam 
inside and one cam outside of the door.  IMPORTANT: EACH URL MUST LINK TO A JPG 
IMAGE ON THE CAMERA. 
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Fingerprint-Only Tolerance: This is to adjust the tolerance level (ranging from easy to 
difficult) of the reader for the Print Only rule. Tolerance is how exact the prints must be to the 
print template stored to allow access. 
Two-Factor Tolerance: This is to adjust the tolerance level (ranging from easy to difficult) of 
the reader for the Print and Wiegand rule. Tolerance is how exact the prints must be to the print 
template stored to allow access.  
Relay Output: Relay outputs are triggered when the station is accessed. Select the relay output 
from the list and click "Add Output". 
Request To Exit: Request to exit is used to request temporary access. 

 

Part 4: Adding an Access List Entry 
 
Click on the “Global Setup” link on the left. 
 
Now click the “Add New Rule” link.  This will let you give permission to users in the system so 
they can open the doors. 
Fill in some or all of the fields on this page and click Save to add the rule to the system.  Don’t 
worry too much about mistakes because you can always edit the rule later. 
 
Here is an explanation of the fields: 
Reader/Group: This is the name of the reader or reader group that the user or user group will 
use. Groups are explained in the “Groups” section of this manual. 
Mode: This is the method that the user will use to enter the door.  ‘Print OR Wiegand’ is most 
convenient because you can use either a fingerprint or a prox/keypad/etc to get in the door.  
‘Print AND Wiegand’ is most secure because it forces two-factor authentication to enter the 
door. 
User/Group: This is the name of the user or group of users that will be allowed to enter the 
door. 
Start Time and Stop Time: Choose the time range the user is allowed, for instance 8:00AM to 
5:00PM. Setting “N/A” in each of the boxes allows access 24 hours a day. 
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Start Time and Date and Stop Time and Date: Choose the dates and times at which the rule 
will be in effect. 
Days:  Choose the day or days of the week for the user to be permitted.  The default is to allow 
the user 7 days a week. 

Part 5: User Groups and Reader Groups 
 
Click on the “User Groups” link on the left. 
 
Now click the “Add New Group” link. 
 
You can enter the name of the Group under Group Name.  You can add or remove users from 
the group.  One group may be “First Shift Welders”.  Once you have made a group, you can use 
the group in the Global Setup section.  This is very convenient because you only need one 
Global Setup entry to allow all of the “First Shift Welders” into the welding area. 
 
Reader Groups works the same way except it is a group of readers.  One reader group might be 
“Outside Doors”.  This allow for a simpler Global Setup.  Allowing all of the “First Shift 
Welders” through “Outside Doors” from 8 to 5 is much easier to configure than having to 
allow each welder into each door individually. 

Part 6: Events 
 
Events are actions of Alarm Inputs with associated Relay Outputs and Conditional Inputs. For 
each Event: the input, outputs, and input conditions are specified.  For instance, one Event could 
be a Request to Exit button (Alarm Input) being pushed to cause the door lock (Relay Output) 
associated with that event to open. 

Part 7: Alarm Inputs 
 
Alarm inputs are devices that are connected to the system to monitor activity. Some examples 
are: Request to Exit button, door sensor, and window sensor. 

Part 8: Relay Outputs 
 
Relay Outputs are devices connected to the system that are triggered by system Readers and 
Events.  Examples include: Magnetic door lock and electric door strike. 

Part 9: Logs 
 
Click the “Logs” entry on the left. 
 
Click the log entry to view more detailed information about the event.  You can use this to view 
IP Camera pictures of people coming in or leaving. 
  
Click “Search Logs” to search for log entries for a particular Reader, User, Date Range, etc. 
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Part 10: Settings 
 
Click the “Settings” entry on the left. 

 
 
Here is an explanation of the fields: 
Admin Password: Sets the administrator password.  Be sure to keep this password in a safe 
place. 
Enroll Password: This password is for the “enroll” account.  This account is only allowed to 
add users to the system. In many cases, the HR department adds users to the system with the 
“enroll” account and the “admin” account (Security Manager) decides where they are allowed. 
Guest Password: This password is for the “guest” account.  A guest is allowed to look at the 
server but is not allowed to change anything. 
Controller Password (Not shown): This option will only appear if you are using a server.  
Max Log Entries: This is the number of log entries to keep before discarding old ones.  An 
extremely high number of log entries to manage may slow down the system. 
Custom Fields: These are the field names used in the personnel records.  Change them to 
anything you would like to keep in the records.  (Height, Weight, DL#, etc). 
Fingerprint Images: Here you can choose whether to display your print images in the logs 
(Save and Show Prints), do not show your print images in the logs (Hide Prints), or to not store 
the prints at all (Do Not Save Prints) but will still register a new print. 
Wiegand Site ID: If you do not have or know your buildings site ID then check not specified. If 
you do know it then check and enter under Specify Site ID. The site ID adds more security to 
the wiegand system. 
Monitored ADAM IP Address: Enter the IP address of the adam relay board (if applicable). 
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Fingerprint-Only Tolerance: This is to adjust the system-wide tolerance levels (ranging from 
easy to difficult) of the readers for the Print Only rule. Tolerance is how exact the prints must be 
to the print template stored to allow access. 
Two-Factor Tolerance: This is to adjust the system-wide tolerance levels (ranging from easy to 
difficult) of the readers for the Print and Wiegand rule. Tolerance is how exact the prints must 
be to the print template stored to allow access.  
Server: If you are using an all in one then “Use Controller for Server” will be checked. If you 
want a server to store your data then check “Server Address” and then enter the controller 
password that you set on the server. 

Part 11: Search 
 
On the “User”, “User Groups”, “Readers”, and “Reader Groups” pages there is a “Search” 
feature at the top.  This search allows you to narrow down the list by entering text into the box 
that corresponds to the beginning of the names in that list. For example, entering “C” in the 
search box on the “User Groups” page will display all of the groups that begin with the letter 
“C”. 
 
Further information:  
 Controller login name: root 
 Password:   w1ndex 
 
 Firewall login name:  admin 
 Password:   23der4 

 
 
 
 
 
Technical Support 
Monday - Friday, 8am - 5pm CST 
Toll free: 866-404-2923 
Email: support@cyberoperations.com 
Website: www.cyberoperations.com 
 

 


